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Czech labor landscape as of September 2023

3.6% 263,000 282,000

Current unemployment
rate

Total number of
candidates

Total number of job
openings

2.6% 5.6%

Unemployment rate in
South Bohemia

Unemployment rate in
Usti nad Labem region
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Work from home



Current trends in working from home
Survey by EY Czech Republic

42% 52%

Respondents enable home office on Respondents calim that their
request only employees mostly spend 2 days per

k king f h
18% of respondents provide full flexibility. \eeKworKing from home

3 % of respondents do not provide home
office.

Home office culture

3%

/

Bez moznosti home
office

m Home office pouze
na vyzadani

0 v 2
42% Pevné stanoveny
pocet dni na HO
m Kompletni
/ flexibilita
37%
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12%

Respondents assume the new rules as
in favor for working from home

How many days per week

9%

\ 220
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Current trends in working from home
EY 2023 Work Reimagined Survey (global)

46%

Employees prefer to work from
home for 2 - 3 days per week

37%

Employers prefer thta
employees working from home
for 2 - 3 days per week.

Strana 9 How to retain and attract employees

44%

Employees believe that they
can work from home fully.

20%

Employers enable full working
from home.

10%

Employees willing to fully
return to the office.

EY
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New legal rules for working from home ZEEEFFICEE T D57 L LVERHI

» Mandatory written agreements need to be concluded by 31 October 2023
2023 F 10 B 31 HE CICEAIC L SRIEI WA
» No binding wording
HERIDDHLEIXEIEEL
» Main areas to include FICHBEIT RNEARE:
» Place of work 75T
» Costs reimbursement I EERDEE
» Working hours E175 S
» Work safety, employer place inspection, data privacy E#HENZ 2%, ERTDBERE.
T—RTS541N0—
» Working from abroad B TOEIFEIZDULNT
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Proposed changes



New tax treatment of benefits in kind

» Currently in the Czech Parliament before final approval
BUE B i ARG AN F = 2 i Cilkam
» Significant changes of taxation of benefits in kind (e.g. Culture, sport, health)
Biafr CUb, AR—=> @ERLE) IS8T 2O RIE7R 288
» Until now, rather generous exemption from both, personal and social tax
NETIHE. BARGHERUHASRIEOMATH G Y RIELEEREZ(ITTL:
» |f approved, benefits in kind will be only exempted until approx. CZK20,000 p.a.
ARBINT-HE., BYHEMIE2AEFza - aAILFETCLMERZZT NG EDS
» Exemption for private pension insurance, life insurance remains
IHEERERVEMRIRICEAT 2EERIETDOFEFHIFT S
» Action: Employers to review their cafeterias and benefits in kind schemes to assess the impact
ISR EHEIIBHOAN 7 =T V7 - 77 U LBWGAHIIELZ RE L, OB 2 M4 %
» Potential increase of employer costs

JEMED = A N B3HINd 2 AlgetE
e
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Tig

htend rules for DPP

mm 2023

Income from various employers do not add up
Monthly income up to CZK10,000

» 15% withholding tax

» No social security or health insurance
Monthly income above CZK10,000

» 15/23% payroll tax

» Full social security and health insurance
No paid days-off

No other administration

Proposal for 2024

Income from various employers do add up

Thresholds

» 25% of average salary at 1 employer
(~10 000 K¢)

» 40Y% of average salary at more employers
(~16 000 K¢)

Payment of social security and health
insurance if income above any of the limits

Employees will be obliged to inform their
employers about all contracts

Paid days-off to be provided
Additional administration (e.g. work schedule)

Page 14
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e
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Immigration update



Immigration update

» EU nationals

>
>

Labour Office registration (employer's obligation - on the first day of work at the latest)
Foreigners* Police Office registration (individual within 30 days if not staying at a hotel)

» Non-EU nationals

>

>
>
>

Complex and lengthy process - 5-6 months
Poor appointments availability at Embassies abroad & quotas for applications filing
Special governmental programmes (certain criteria to be met) may expedite the process

EU Blue cards (since July 2023) valid for up to 3 years vs. local Blue cards valid for 2 years only

» Other:

>

Ban on new visas/residence permits for Russian & Belarusian nationals coming from abroad

» Temporary protection (Ukrainian refugees) — TP visas likely to be extended for another year till

Page 17

March 2025 (free access to the Czech Labour Market)
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Thank you for
your attention

aaaaaaaa




Cyber security evolution in
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Cyber security evolution in the EU... NIS2

Japan Chamber of Commerce and Industry

OVGI’VIGW _ lez ............................... E
BEZE - NIS2 :

.

8% Table of

2,

contents

...............................

Cybersecurity Resilience &
Automation

Cybersecurity £t & BE1E
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NIS Directive in Time

Directive can be guidance or instruction

VS

Regulation is a law or administrative rules

Transposition of approval
gg::gzrﬁ NIS 1 in the EU 21 months for
EU NIS2 transposition
Draft
® ® ® ® @ ® ® o ® ® -@
2014 2015 2016 2017 | 2018 2019 2020 2021 2022 2023 2024

Cyber Security

Act

Page 22

Amendment of
Cyber Security

Act

Cyber Security

Act draft v2

2025 2026

Compliance with
NIS2

EY




NISEESDRAALTA4

Directive 1354 RIA v -3 A v AT 7 varvonz et VS Regulation i EECITEFHAIO = & ¢

NIS2 G-

EU IZ51F % NIS
EU NIS 11Z# 1 DERE 21 5 H Oz E R

EU NIS2
LE S

2014 | 2015 2016 2017 | 2018 2019 2020 2021 2022 2023 2024 2025  |2026

Cyber Security %

HE2

L Cyber Security %=
Cyber Security 7% 4 DU E 4 NIS2:i FH BH 14
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Key Facts - What is NIS2 Directive and what are the objectives?

The NIS aims to raise levels of the overall security and resilience of network and information systems across the EU.

Extension of regulated services

Management of cybersecurity risks

Advance protection and response against cyber attacks
Measuring cyber resilience
Comparison of internal market levels

Transfer of responsibility &
€10mil /2% sanctions
Fines and penalties of up to €10 million or 2% of total
worldwide annual turnover.
Joint crisis response capability through

a network of European organizations
(EU-CyCLONe)

Page 24 EY




Key Facts - What is NIS2 Directive and what are the objectives?

NIS1Z, EUEEDFR Y T —27 EEMI AT LOERFHREX2 VT 4 LETEIDOL LT v 72 HIEL THET,

cybersecurity U 2 7 58 HREI R — B 2 DPEK

A /\»—*Ij(ﬁm (ZX9 % mf”iﬂ%n%kﬂﬁf
o NG TERE S DOBE

NERTH IS L~ oD b
HILORBIL & il
€ 10mil / 2 %
% K1,000 5 = — 1 F 72 13 R R T8 B E D 2% D4 &
MENDAREMLND B,

Ek¢N%ﬁﬁ&0>5F:/}\ — 7 (EU-
CyCLONe) #% i U 7= R faisxfiine /1

et
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Does NIS2 apply to your company?

Company size &

: Regulated by NIS2

Essential
ool
A ealth
N
%‘E; Energy
Transport
<o Financial markets
I infrastructures & banks
D Digital infrastructure &
1=F ICT services
[IEI Drinking & waste water
0
PN
(000l Public administration
Page 26

Important

% Postal & Courier Services

Waste Management
@ Chemical Industry

ﬂﬂ Food Industry

&

@

Manufacturing

Digital Providers

i) I

Example of possibilities for
Member States to make
exceptions
Energy - electricity, oil etc.

I Chemical Industry

@ Health

Impact in the Czech Republic & EU

6.000 entities in CZE
150.000 entities in EU

EY
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Next steps to be complied with NIS2

G E Testi i Ris N
overnance 16 in =
1L .'_h anagement EI

Incident
Reporting

‘(@:. Third Parties B Information
! i i

Sharing

Outsourcing

Individually at Your Company

Update existing security
documentation, structure &

responsibilities

2

Organisational measures,
assignment of competencies etc.

>

Update existing security
procedures

2

> Analy3|s >> Implementatlon >
Decision

Business continuity management,
incident management, awareness
program etc.

>

Third Party Involvement

Third-party verification,
Update of third-party engagement assumptions, processes,

contracts, risk monitoring etc.
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Risk Evolution Requires Innovative Ways of Protection

Technology independent knowledge base on attackers’ behavior linked to a database of defense
techniques and designs

Tactics Technique / Procedure Defense
Motivation / Goal Technical design Responses, monitoring,
Escalation of rights Token Impersonation recommendations,

token creation rights restrictions

\— 4
e

Threat intelligence-based detection

Automated pipeline for deployment and
testing of detection rules

Ability to measure, plan and report on
cybersecurity

Page 30 EY
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Model Example |
Measuring detection capability against a market standard

Where should we focus our defenses?
Database of attack groups, their tactics
and techniques

» 8 relevant groups (by industry and location)

47% 57/

57 advanced techniques

monitored.

What percentage of the . _
techniques used are we able to 65 additional technigues must
detect? be covered by monitoring rules.

Page 32

Impact

Exfiltration

Command and Control

Collection

Lateral Movement

Discovery

Reconnaissance

Resource Development

Initial Access

Credential Access

Execution

Persistence

Privilege Escalation

Defense Evasion
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Model Example |
I—y MEEIZCE DS BREREADAEIE

[CEREE W CTRHETRE 0 ?
& & /]/F_‘7 %@%TTT&U\T & — & D) Reconnaissance

Impact Resource Development
F R 2

> E@ﬁ@j‘ %) 8 ﬁ‘/]/w 70 (%ﬁ & %@T :‘?\ & ﬂ:) Exfiltration Initial Access

Command and Control Execution

Collection Persistence

47% 57/

Lateral Movement ' Privilege Escalation

57@[_]}_-4 fcﬁT 7 = 7 %‘)E’L‘$ﬁ Discovery e Defense Evasion
RIS TWAF 7=y BIIDO 65 DT 7 =y 7 &
DI S—t Y hERITE IV THN—TIRERD B,
D 2
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Model Example Il - Measuring Detection Capability Against Specific Threats

2021 - Sidewalk malware cyberattack carried out by

a spy group known as G rayﬂy APTA1 Experts Link Sidewalk Malware Attacks to Grayfly Chinese Hacker Group

f) September 10,2021 & Ravie Lakshmanan

What is the level of protection?

6 3 /O 3 6 / A previously undocumented backdoor that was recently found targeting an unnamed computer retail

company based in the U.S. has been linked to a longstanding Chinese espionage operation dubbed
Grayfly.

In late August, Slovakian cybersecurity firm ESET disclosed details of an implant called SideWalk,

which is designed to load arbitrary plugins sent frol acker-controlled server, gather information Popular This Week

about running processes in the compromised systems, and transmit the results back to the remote e —

server. New 0-Day Attack Targeting
ws Windows Users With

3 The cybersecurity firm attributed the intrusion to a group it tracks as SparklingGoblin, an adversar & Microsoft Office Documents
What percentage Of the 36 advanced teCh n Iq ues bellevyed to be cotmected to the Winnti (aka APTM]gma)F\’/vare family. ’ ’ ’ Hackers Leak VPN Account
techniques used are we monitored. Passwords From 87,000

able to detect? 21 other techniques must be
covered by monitoring rules.
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Model Example Il - 4 E D Z B IZ X9 SR EEE I DBITE

20214, Grayfly APT41 LFNGHN D A NA T )V—T|C
X - T, Sidewalk malware & V9 %A X—IE BTN

Experts Link Sidewalk Malware Attacks to Grayfly Chinese Hacker Group

.
t‘ [¢] {9 September 10,2021 & Ravie Lakshmanan

BEDODLAIILITEDL 5WNEOHM?

6 3 /O 3 6 / A previously undocumented backdoor that was recently found targeting an unnamed computer retail

company based in the U.S. has been linked to a longstanding Chinese espionage operation dubbed
Grayfly.

In late August, Slovakian cybersecurity firm ESET disclosed details of an implant called SideWalk,
which is designed to load arbitrary plugins sent from an attacker-controlled server, gather information

about running processes in the compromised systems, and transmit the results back to the remote

R ST B T B6DEERT 7 = v & BB e e
: - / O__‘ Y < ~—
g@igﬁé y BIND 21 OF 7 = 7 RER
R : V=)LV THN—FT HUNENDH 5,
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New 0-Day Attack Targeting
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% Microsoft Office Documents

Hackers Leak VPN Account
Slslal= Passwords From 87,000
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Carbon Border
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Program -

1. What is CBAM?

2. Timeline & reporting

3. Required action
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What is CBAM?

Carbon Border Adjustment Mechanism (CBAM)
IS @ new mechanism that targets imports of products with a high
carbon footprint

TR HE R O O BLE OB A & 518 & B 5T LU MBS T
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What is CBAM?

Product categories Imports from except for

Iron and Steel KR swzorian
Electricit e '
— ke y y rogen 2= Iceland

@ Additional products from 20262 Bl Liechtenstein
(polymers, chemicals, paper)

When does the obligation arise? Emissions

Release of goods for free circulation Direct and indirect Cco, P\;Cﬁ N,O

Inward processing arrangements - special rules emissions from production
Timeline

3 Gradual introduction of the
2023 CBAM quarterly reporting 2026 obligation to purchase certificates 2034
Transitional phase started Purchase of CBAM :
on 1 October 2023 certificates Full impact of CBAM

Page 39 Carbon Border Adjustment Mechanism (CBAM) E I



What is CBAM?

PUF %2 B& < EUIEAL 0 & Dl A

ﬁTﬂjH

i

| +

=g
TS =Dk o
m 7125 R

" RSNV P N

© 202651 viEMENZWELT ) —
(R Y v —, (LIS, #E?)

WDOERBNFRET HDHN? PEHH &
EUSRIN O F 1 L@ 3 DR & 21 5 B FEFED B DE R L O Co, ofC° N,O
P A0 Ll EE - SRRl L— v AR 22k H
Timeline
2023 CBAMIL 1 2026 AEAEAFRE OBRIEHIEA 2034
20234104 1H i}
<5 4 PR A CBAMGERAE DA F CBAMSE 2B 4k
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Timeline

First phase (from October 2023): reporting
Second phase (from January 2026): purchase of certificates

1 October 2023 31 January 2024 31 July 2024 31 December 2024
Start of the Deadline for 1st report Reporting no longer allowed Mandatory use of the
transitional phase based on default values, but methods specified in the

alternative methods can be used legislation

Start of application
period for authorized

declarant
January 2034 December 2030 December 2027 31 May 2027 1 January 2026
End of free ETS Possible extension of list Review of CBAM Deadline for submission Full-scale launch of CBAM
allowances of products to cover all impacts of the first CBAM Phase-out of free ETS
goods subject to ETS certificates allowances begins

Page 41 Carbon Border Adjustment Mechanism (CBAM)

31 December 2025

Possible extension of the
list of products subject to
CBAM

EY



Timeline

B (20234E10H L 0): &
o BB (202651 H L V) REFEAT

20234 10A1H 2024%1A31H 202447H318 20245 12A318
= " H® 77 v MEICHESW 2L R— ERTREINTHED
izﬁﬁﬁﬂﬁﬁﬁtﬁ *)Jlﬁlﬁﬁ;.@,ﬁ.ﬂﬂﬂ 7I:Li1;%ﬂﬂf“l§f£< A= B/ i & 5t
\;;%75 N S X F e -
REFEEFERACTEET E@E$%%@$E%
W O BR4E
203441R8 2030%12H 20274%12H 2027458318 20264 1A1H
BERIETSH DR T ETSOXf& L7053 X T CBAM D#% L A0 CBAM FiEIHE D L
DR ZWECE B L 5 a—i3 HLB R CBAMOD A H 12 )
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Carbon Border Adjustment Mechanism (CBAM)
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What is being reported?

Quantity of imported goods
i AT O F

Direct emissions (including heat and cold)

ELBEE
CIER « I A D T2 DI S 2 BV 785 T A 55 @)

Indirect emissions (electricity)

I REHE (FEITHE)

Emissions of certain precursors (material from which the
product is made)

R € OETERA (L2 RS 288 OFkEH

Carbon price paid in the country of origin

JERE [ C S oLz ISR P EE

Additional data - depends on the imported goods
BT — 4 - $ﬁ ANz &%
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Action required-now (§05RE=T L)

Page 44

ASSESS the impact of CBAM (both administrative and financial)
CBAM D&% 54 2 (BHIE & MEHE D))

IMPLEMENT capability for CBAM reporting (define roles and gather data from suppliers)
CBAM $REZHESF—LZHD (REEEEL. YT/ V—DoT—2ZIRE)

APPLY for authorization (as of 31 December 2024)

FREREELLLHE (2024 £ 12 B 31 HM D)

VALIDATE custums data (tariff number and country of origin)

CONSIDER wider implications (supply chain effectiveness, ESG topics)

KYLESEHEEZTEET D (T TS3AFz—2DEMME. ESG FE YY)

Action required - now

EY






Contacts -

Ondrej Polivka
Tax Partner

ondrej.polivka@ey.com
+420 731 627 088

Jan Pich
Technology Consulting, Cyber Securit

jan.pich@cz.ey.com
+420 225 336 231 -

-

Jakub KaSuba
TAX Senior Manager

jakub.kasuba@cz.ey.com
+420 735 729 334

Yasushi Matsumoto
Japan Business Services

Yasushi.Matsumoto@pl.ey.com
+48 573 339 439

Uhlikové clo je tady - jste pfipraveni? /
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EY exists to build a better working world, helping
to create long-term value for clients, people and
society and build trust in the capital markets.

Enabled by data and technology, diverse EY
teams in over 150 countries provide trust
through assurance and help clients grow,
transform and operate.
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